DATA SHEET
CYBER SECURITY AS A SERVICE (CSAAS)
Making every part of your business more resilient
Cyber Security as a Service (CSaaS)
provides the confidence that comes with
knowing your organisation is secure. We
take responsibility for procuring, managing
and monitoring a comprehensive cyber
security wrap for your business – saving you
time, money and the stress associated with
traditional cyber security solutions.
Our fully managed service threads together
three essential aspects of cyber security:
People, Process and Technology. The
Nasstar methodology, honed from years
of experience, combines consultancy and
reporting to give you a complete picture of
your IT environment, immersive training and
accreditation for your people, and crucially,
enterprise level protection and detection

technologies powered by real-time network
and AI-based insights.
CSaaS not only provides comprehensive
protection against both known and unknown
cyber threats, but also delivers unrivalled
visibility into the strength of your current
cyber security defences. This detailed
insight enables management teams to
accurately assess their level of risk and
adapt accordingly.
Supported by a UK-based 24/7 Security
Operations Centre, we will keep your
employees, customers and data safe so
your IT teams can return to focusing on vital
value add work.

THE NASSTAR WAY
We will help you rapidly improve your security posture through innovative technology and
tailored cyber security services, packaged with straight-talking, jargon-free advice.

Powerful cyber
security technology
from recognised
global industry
leaders

A fully managed service
backed by a 24/7 UK
Security Operations
Centre (SOC)

Ongoing training
and awareness for
employees

Accreditation to
industry-recognised
cyber security
standards

An affordable, fixed
monthly fee for as
long as you need it

Access to the
company’s cyber risk
score and insight into
how to improve it
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FEEL SECURE WITH NASSTAR
Finalist:
‘Best SME
Security Solution’

Finalist:
‘Best Incident
Response Solution’

SC Awards Europe
2020 Winner:
‘Best Managed
Security Service’

100% CSIRT Success
rate in 2019

KEY FEATURES
Whether you need to outsource your security, or simply need one or more of our service
modules to address specific vulnerabilities, we’re able to tailor our offering to suit you:
\\ Process
To provide you with an effective cyber
security strategy, we analyse how your
IT infrastructure is being used before
determining which controls and polices
you need in place to limit any risks.
Some organisations may need specific
controls according to their industry
regulations. Whatever the case, we’ll
work with you to establish the security
measures necessary to get to baseline
certification. As a certified body for the
Government-based Cyber Essentials
scheme, we can also help you to achieve
advanced standards based on your
specific business needs, such as ISO
27001, IASME or Cyber Essentials Plus.
\\ People
The education of your people is a critical
component in developing a strong cyber
security posture. We provide ongoing
cyber security training and testing,
endorsed by the National Cyber Security
Centre, to help reduce risks to your
organisation.

\\ Technology
Our automated security technologies
monitor and secure all aspects of your
infrastructure, minimising any disruption
caused by genuine security incidents.
These include:
Vulnerability Management that gives you
visibility of any technical vulnerabilities
across your entire IT infrastructure
– from the data centre to end user
devices.
Threat Detection & Response by our
24/7 Security Operations Centre, to
continuously monitor your environment
using constantly updated threat
intelligence sources. In case of an
incident, we’ll immediately isolate the
threat and help you resolve it at speed.
Penetration Testing, using our team
of CREST certified ethical hackers to
analyse your systems and see how they
perform under attack, for clear insight
on how to finetune your protection.
Multi-level reporting will provide tangible
results to your stakeholders – the Board,
shareholders, suppliers or regulatory
bodies – to highlight how well your
cyber security controls are performing,
and if any further measures should be
implemented.
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CYBER SECURITY IN NUMBERS
68% of business leaders feel their cyber security risks are increasing
(Source: Accenture)

Hackers attack every 39 seconds, on average 2,244 times a day
(Source: University of Maryland)

In 2020, security services were expected to account for 50% of cyber security budgets
(Source: Gartner)

On average, the cost per lost or stolen records per individual is £109
(Source: Ponemon Institute’s Cost of Data Breach Study)

You’ll save approximately 70% on cyber security costs when opting for a managed
security service over purchasing individual security solutions

“Nasstar act as an extension of the St Wilfrid’s Hospice IT team for both infrastructure
and security services. Personalised, proactive security focus and 24/7 risk categorisation
based on intent provides priority focus when we need it most. Any identified issues
are recorded within ServiceNow for full visibility and actioned in line with our agreed
escalation profile round-the-clock. This enables our IT team to focus on key projects and
priorities, secure in the knowledge that our systems are in safe hands.”
Laurence Duffell, IT Manager at St Wilfrid’s Hospice

REQUEST A FREE CYBER SECURITY AS A SERVICE CONSULTATION
Whatever your cyber security needs, we can give you peace of mind.

If you would like to book a complimentary consultation
or find out more about our solutions, please contact
enquiries@nasstar.com or call 0844 443 433

nasstar.com
+44 844 443 433
enquiries@nasstar.com

